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Overview

CryptMySMS is a simple and secure solution for
exchanging encrypted text messages with your friends.

At the first boot CryptMySMS ask you for a password that
will protect the application from unauthorized access
and automatically generates your unique keypair.

Share your public key with your friends in two ways:

- Auto: ask the application for sending your public key to
a contact chosen from the address book; if he has
already installed the application you will receive his
public key automatically.

- Manual: export your public key as text or file and shares
with your device share alternatives (e.g., mail, simple
text messages, multimedia text messages)

Each encrpyted message received is automatically
decrypted and organized in conversation according to
the contact that has sent it.

All the messages that you receive are stored in a
password protecte memory area.




Initializing CryptMySms
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At the first boot CryptMySMS will show
the license. You must accept the

license in order to use CryptMySMS. Trust My Phone

CRYPTMYSMS END-USER
SOFTWARE LICENSE
AGREEMENT (EULA)

The accompanying executable
code version of CryptMySms
and related documentation
(the Product) is made
available to you under the
terms of this CRYPTMYSMS

ERIP 1ICED CcACTAADE | TREMCE

It's necessary to enter a password for
protecting the access to the
application. Using this password and a
unigue information taken from your
mobile device CryptMySMS will
generate a keypair. Such a keypair will
be used for encrypting and decrypting
messages.




Using CryptMySms

This is the main screen of the application.
In this screen is possible to create a
new message or open an ongoing
message thread. Touch (1) in order to
compose a new encrypted SMS. Touch
on contact name for opening the
ongoing message thread. Each
message is stored in a password
protected area.

- john smith
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Send new Encrypted SMS
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Pressing the Menu button is possibile to
access all features of CrytpMySMS. It
is possible to send a new message (1),
view and manage the contact list (2),
show license information (3) and
change CryptMySMS settings (4).

Compose message | Contacts and public key

Setting




Using CryptMySms

Touch & hold the message thread for :

. Replay with a new encrypted john smith
message

. Call the contact

Reply

. View messages in thread Call

. Delete the thread View contact

Delete thread
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Send new Encrypted SMS g
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john smith
Touch & hold the contact avatar to view

all operations that Android provides
for contact. M =
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Send message with CryptMySms

1)
Entering the mobile phone number or E

the name of a contact with a mobile
number in (1) is possibile to send
encrypted message. Touch & hold
the phone number field (1) for

picking a contact from phone contact
list.

I Message body I Send I

If you try to send an encrypted

. Public key not found
message to a contact which do not

have the pub||c key, CryptMySMS will The entered number is not
. D associated with any known
display a message that invite to contact. Is not possible to
. . send encrypted messages to
exchange the pUblIC key with the this number. You can start key

exchange with the contact
selected contact. &

Start key exchange




Contact in CryptMySms

In the Contact list screen it is possible to
view all contacts with which is
possible to exchange encrypted SMS

Pressing the Menu button you can:

* Add new key: manually entering the
phone number and the public key of
the contact that you want to add to
the list.

* Show public key: view your public
key.

« Add new contact: start automatic
public key exchange with a contact
picked from the contact list .

It is possible to export your public key as
text, as file or copy public key in the
device clipboard.

john smith

Todd Philips

Thomas Anderson

Add new key | Show public key Add new contact

My public key

BAUeDO+3IK0ictAn/4zE8KxRsQ

Q7wBnllfxsSAzAV7aMiP9H)e/
WQEKpQ==

Copy on Send as file Send as
clipboard text




Configuring CryptMySms
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This is the setting screen. ¢ & & ul @ 1225

Password Settings

The Password Settings section allows to
set a password for protecting the
access to the application Change password

Request password

The Notification settings allows to set [
the preferences for the ringtone of
SMS received by CryptMySMS and
enable or disable the notification in EEERIIHCHE
the Android notification bar. Key exchange Settings

Show notification

In the Key exchange settings it is possible  [RallSEEHEN =

Send eplay message on

to enable or disable the automatic E&&
replay on key exchange message.




Support

If you have problem in using or configuring CryptMySms
please send a mail at:

support@trustmyphone.com
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